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ABSTRACT

This study aims to explore legal perspectives on data colonialism by examining the challenges, regulatory mechanisms, and socio-legal
implications associated with cross-border data flows, based on insights from legal experts in Tehran. A qualitative research design was
employed using semi-structured interviews with 24 legal professionals and scholars from Tehran. Participants were selected through
purposive sampling, and data collection continued until theoretical saturation was reached. Interviews were transcribed verbatim and
analyzed using Nvivo software through thematic coding to identify key patterns and themes related to data colonialism and cross-border data
governance. Analysis revealed three main themes: legal challenges in data colonialism, cross-border data flow mechanisms, and socio-legal
implications. Legal challenges included jurisdictional ambiguities, sovereignty concerns, regulatory gaps, privacy risks, and power imbalances
favoring multinational corporations. Cross-border mechanisms such as data transfer agreements, data localization policies, technological
infrastructure, and enforcement issues were identified, alongside the uneven impact on developing countries. Socio-legal implications
encompassed human rights considerations, economic and political consequences, public awareness deficits, resistance and reform
movements, and ethical concerns related to corporate transparency and algorithmic biases. The findings highlight the complexity of governing
cross-border data flows within a legal framework often challenged by the borderless nature of data, technological advances, and power
asymmetries inherent in data colonialism. Effective regulation requires harmonized international cooperation, enhanced legal clarity, capacity
building for developing countries, stronger privacy protections, and greater public legal literacy. Addressing these issues is critical to
safeguarding digital sovereignty, promoting equitable participation in the digital economy, and resisting exploitative practices embedded in
data colonialism.

Keywords: Data colonialism, cross-border data flows, data sovereignty, legal challenges, privacy protection, digital governance, international
data law.

Introduction

The rapid digital transformation of societies and economies over recent decades has generated unprecedented
volumes of data crossing international borders, reshaping traditional concepts of sovereignty, governance, and
control. This phenomenon, often conceptualized under the umbrella term "data colonialism," reflects the growing
dominance of powerful states and multinational corporations over digital infrastructures, data resources, and
ultimately, the rights and autonomy of individuals and nations (Couldry & Mejias, 2019). Data colonialism extends

historical colonial patterns into the digital realm by extracting value from data produced by individuals and societies,
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frequently without their full consent or adequate legal protections. As cross-border data flows intensify, they pose
complex legal challenges that intersect with issues of privacy, sovereignty, economic power, and human rights.

The legal ramifications of data colonialism are multifaceted and raise critical questions about jurisdiction,
enforcement, and regulation. Data flows do not adhere to physical or political boundaries, complicating the
application of domestic laws and international treaties (Kuner, 2017). States struggle to assert legal authority over
data generated within or passing through their borders, particularly when the infrastructure is owned or operated by
foreign entities. This challenge is compounded by significant disparities in technological capacity, legal
sophistication, and bargaining power between developed and developing countries, perpetuating global inequalities
in the digital economy (Bradshaw, Millard, & Walden, 2011). The regulatory landscape is thus marked by
ambiguities, fragmentation, and often insufficient legal instruments to address the nuances of data sovereignty and
protection effectively.

Data sovereignty—the principle that data is subject to the laws and governance structures of the nation in which
it is collected or stored—is a cornerstone in contemporary debates on data governance (Kuner, 2020). Many states
have enacted data localization laws requiring that data about their citizens or generated within their territory be
stored and processed domestically to preserve national control and security. Such policies reflect concerns over
foreign surveillance, economic exploitation, and loss of control over critical digital infrastructure (Greenleaf, Waters,
& Mijumbi, 2020). However, data localization also raises concerns about market fragmentation, increased
compliance costs, and the potential to stifle innovation. The tension between openness in data flows and
sovereignty continues to challenge international law and policy frameworks, with cross-border data transfer
agreements such as the EU’s General Data Protection Regulation (GDPR) adequacy decisions, standard
contractual clauses, and binding corporate rules playing key roles in mediating these tensions (European
Commission, 2020).

Privacy and data protection form another crucial axis in the discourse on data colonialism. The extraction and
commodification of personal data often occur without individuals’ full understanding or consent, raising ethical and
legal concerns (Zuboff, 2019). Data colonialism extends beyond mere economic extraction; it entails a form of digital
domination that compromises individuals' autonomy and human rights (Couldry & Mejias, 2019). Privacy laws
worldwide have evolved to address some of these concerns, but enforcement remains uneven and often weak,
especially in contexts where transnational corporations wield significant influence over data ecosystems. This
imbalance reinforces existing power disparities and enables the perpetuation of digital colonial practices under the
guise of technological progress.

The socio-legal implications of data colonialism also include the entrenchment of power imbalances and new
forms of dependency. Developing countries, in particular, may find themselves locked into relationships of digital
dependency, unable to fully leverage data for local development due to limited infrastructure and governance
capacity (Gurumurthy & Bharthur, 2019). This digital divide risks replicating historical patterns of economic
exploitation and marginalization. Moreover, the asymmetry in data control provides significant geopolitical leverage
to dominant actors, influencing economic and political relations in the digital age (Mueller, 2017). Consequently,
data governance is not merely a technical or legal issue but one deeply embedded in global power dynamics and
questions of justice.

Against this backdrop, the role of international cooperation and multilateral governance is pivotal but remains

inadequate. Current global governance architectures lack the cohesiveness and legitimacy to effectively regulate
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cross-border data flows or mitigate the adverse effects of data colonialism (Bradshaw et al., 2011). Efforts to
harmonize regulations face obstacles due to divergent national interests, legal traditions, and levels of technological
development. International bodies such as the United Nations and the Organisation for Economic Co-operation and
Development (OECD) have initiated dialogues and frameworks on digital governance, yet enforceability and
inclusiveness remain significant challenges (UNCTAD, 2019).

In Iran and similar jurisdictions, these global trends intersect with specific legal, political, and technological
contexts. Iran’s evolving data protection landscape grapples with the dual pressures of safeguarding national
sovereignty and engaging in the global digital economy. The legal infrastructure is still developing, and policymakers
confront the complexities posed by international data flows and digital infrastructure owned or controlled by foreign
entities (Rahimian & Shabani, 2021). Understanding these tensions from a local perspective contributes valuable
insights into the broader phenomena of data colonialism and the effectiveness of current legal frameworks.

Despite growing academic interest in data colonialism and digital sovereignty, empirical qualitative research
examining legal perspectives on these issues remains limited, especially within Middle Eastern contexts. This study
seeks to fill this gap by exploring the legal challenges, mechanisms, and socio-legal implications associated with
cross-border data flows from the perspectives of legal experts and practitioners in Tehran. By employing a
qualitative approach, the study aims to uncover nuanced understandings and lived experiences that are often
obscured in purely theoretical or quantitative analyses. The findings will contribute to scholarly debates and inform
policy discussions on how to develop robust legal frameworks that safeguard sovereignty, privacy, and equitable
participation in the digital economy.

In summary, the digital age has ushered in an era of data colonialism characterized by the extraction and control
of data across borders, raising profound legal and ethical challenges. These challenges encompass jurisdictional
ambiguities, sovereignty claims, regulatory inadequacies, and socio-political consequences that reflect and
reproduce global inequalities. Addressing them requires an integrated legal approach that balances openness with
protection, sovereignty with cooperation, and technological advancement with human rights. This study’s focus on
the legal perspectives within Tehran provides an important case study to understand these dynamics in a specific

geopolitical context and to contribute to broader efforts toward digital justice and sovereignty.

Methods and Materials

This study employed a qualitative research design aimed at exploring legal perspectives on data colonialism,
particularly focusing on cross-border data flows. Qualitative methodology was selected to gain an in-depth
understanding of participants’ views, experiences, and interpretations related to the legal complexities and
implications of data sovereignty and transnational data exchange.

The study included 24 participants selected through purposive sampling to ensure rich and relevant data related
to the research topic. Participants were legal experts, scholars, policymakers, and practitioners working within the
domain of data governance, information technology law, and international law. All participants were residents of
Tehran, Iran, providing a contextualized perspective within a specific geopolitical and legal environment. Sampling
continued until theoretical saturation was achieved, wherein no new themes or insights emerged from additional
interviews.

Data were collected exclusively through semi-structured interviews to allow for flexibility in probing participants’

detailed opinions and to facilitate exploration of emerging themes. The interview guide was developed based on
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the literature review and included open-ended questions addressing legal challenges, regulatory frameworks,
sovereignty issues, and the implications of cross-border data flows in the context of data colonialism. Interviews
were conducted face-to-face or via secure online platforms, depending on participant availability and preferences.
Each interview lasted approximately 45 to 60 minutes and was audio-recorded with consent for accuracy and later
transcription.

All interview recordings were transcribed verbatim and imported into Nvivo qualitative data analysis software to
organize and facilitate systematic coding and thematic analysis. The analysis process followed Braun and Clarke’s
six-phase approach: familiarization with data, generation of initial codes, searching for themes, reviewing themes,
defining and naming themes, and producing the final report. Open, axial, and selective coding techniques were
employed to identify patterns and relationships within the data. Theoretical saturation guided the data collection

and analysis process, ensuring the robustness and depth of findings.

Findings and Results

Legal Challenges in Data Colonialism

The first main theme identified was Legal Challenges in Data Colonialism, which encompassed several critical
subthemes. The subcategory of Jurisdictional Ambiguities revealed that participants experienced confusion
regarding the applicable legal authorities and enforcement in cross-border data disputes. One participant noted,
“When data flows across borders, it is unclear whose law applies, and this causes serious enforcement problems.”
Concepts such as conflicting laws, overlapping regulations, and enforcement challenges were repeatedly
mentioned. The second subcategory, Sovereignty and Data Ownership, highlighted concerns over national
sovereignty and control over data resources, with participants emphasizing that “Data has become a new form of
resource, and countries must protect their digital borders to assert their sovereignty.” Concepts such as state versus
multinational interests and digital territoriality were prevalent. The third subtheme, Regulatory Gaps, reflected
participants’ consensus on the inadequacy of current legal frameworks, with statements like “Our laws have not
kept pace with the digital economy, leaving many loopholes for exploitation.” Fourth, Privacy and Data Protection
Concerns were raised, focusing on user consent, data misuse, and risks of surveillance. One expert stated, “Privacy
is often sacrificed due to weak protections, and personal data is vulnerable to misuse.” Finally, the subcategory
Power Imbalances underscored the dominance of global tech giants and the resulting dependency of many states
on foreign platforms, described by a participant as “Digital colonialism thrives where local governments have little
bargaining power against multinational corporations controlling data.”

Cross-Border Data Flow Mechanisms

The second main theme identified was Cross-Border Data Flow Mechanisms. The subcategory Data Transfer
Agreements captured mechanisms such as standard contractual clauses and bilateral treaties designed to regulate
international data flows. Participants pointed out, “Legal agreements are often complex and vary greatly, making
compliance difficult for many organizations.” The next subtheme, Data Localization Policies, described the
increasing trend of requiring data to be stored within national borders to protect economic interests, with remarks
like “Governments want data stored locally to ensure security and to benefit economically from data-driven
activities.” The third subcategory, International Cooperation, emphasized the role of multilateral negotiations and
global governance bodies, where a participant noted, “Without international cooperation, the fragmented approach

to data flows undermines effective regulation.” The fourth, Technological Infrastructure, included concepts such as
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cloud computing and encryption, with interviewees mentioning how technological factors impact legal enforcement.
For example, “The physical location of data centers and the technology used complicate regulatory oversight.” The
fifth subtheme, Enforcement and Compliance, involved monitoring mechanisms and legal recourse, as one
participant explained, “Even with laws in place, enforcement is weak, and companies often find ways to bypass
regulations.” Finally, Impact on Developing Countries revealed concerns over the digital divide and economic
disparities, with a participant emphasizing, “Developing countries often suffer from capacity limitations, making them
vulnerable to data exploitation.”

Socio-Legal Implications of Data Colonialism

The third main theme, Socio-Legal Implications of Data Colonialism, focused on broader societal and legal
consequences. The first subcategory, Human Rights Considerations, highlighted issues such as privacy rights,
freedom of expression, and digital exclusion. One interviewee stated, “Data colonialism threatens fundamental
human rights and exacerbates inequalities in access to digital resources.” The second subtheme, Economic and
Political Impacts, reflected concerns about data as an economic asset and geopolitical leverage, with a participant
remarking, “Control over data translates into political power and economic dependency.” The third subcategory,
Public Awareness and Legal Literacy, revealed significant knowledge gaps among citizens and stakeholders, as
one participant noted, “Many people don’t understand their rights or the legal frameworks that protect their data.”
The fourth subtheme, Resistance and Reform Movements, identified growing legal activism and policy reform
efforts, with a participant stating, “Civil society is increasingly calling for stronger data sovereignty and reforms to
challenge the status quo.” Lastly, Ethical Concerns addressed corporate responsibility, transparency, and risks of
algorithmic biases. A participant observed, “Ethics in data governance is often overlooked, allowing exploitation and

discrimination to persist.”

Discussion and Conclusion

This study explored legal perspectives on data colonialism within the context of cross-border data flows,
analyzing insights from 24 legal experts and practitioners in Tehran. The findings highlight three overarching
themes: legal challenges in data colonialism, cross-border data flow mechanisms, and socio-legal implications of
data colonialism. These themes elucidate the complex legal landscape shaped by jurisdictional ambiguities,
sovereignty concerns, regulatory gaps, technological infrastructure, and power asymmetries that underlie
contemporary digital data governance.

The first theme, Legal Challenges in Data Colonialism, underscores significant jurisdictional ambiguities that
impede effective regulation of cross-border data flows. Participants expressed concerns over unclear authority and
overlapping regulations that complicate legal enforcement. This aligns with prior research emphasizing the difficulty
in applying traditional territorial legal principles to cyberspace, where data frequently traverses multiple jurisdictions
(Kuner, 2017). The tension between national sovereignty and the borderless nature of data flows creates legal gray
zones, often exploited by powerful actors to avoid accountability (Bradshaw, Millard, & Walden, 2011). Furthermore,
sovereignty and data ownership emerged as critical subthemes, reflecting ongoing debates about the
conceptualization of data as a national resource. Similar to observations by Couldry and Mejias (2019), this study
confirms that data colonialism replicates historic patterns of resource extraction by imposing digital control over
data generated by sovereign populations. The insistence of states on asserting digital sovereignty via data

localization laws evidences a reactive legal strategy to reclaim control, but as Greenleaf, Waters, and Mijumbi
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(2020) note, these policies can have mixed effects, simultaneously protecting sovereignty while risking economic
and operational inefficiencies.

Regulatory gaps identified by participants correspond with the literature on the slow evolution of legal frameworks
in keeping pace with technological advances. The lack of comprehensive and harmonized regulations creates
loopholes and enforcement challenges, a problem echoed globally (Kuner, 2020). Privacy and data protection
concerns were prominently raised, highlighting the vulnerability of personal data amid weak safeguards and uneven
law enforcement, consistent with the critique of surveillance capitalism presented by Zuboff (2019). The findings
reinforce the argument that legal protections remain insufficient to counterbalance the exploitative tendencies
inherent in data colonialism, particularly when corporate power overshadows regulatory efforts.

The second theme, Cross-Border Data Flow Mechanisms, reveals that while mechanisms such as data transfer
agreements and international cooperation exist, their efficacy is limited by complexity, fragmentation, and
geopolitical tensions. Participants’ observations about the variability and complexity of transfer agreements
resonate with Bradshaw et al.’s (2011) assessment of contractual instruments as necessary but inadequate tools
for governing global data exchanges. The prominence of data localization policies also reflects a growing trend
among states to insulate their digital economies, which, as Greenleaf et al. (2020) discuss, manifests divergent
national interests and protectionist impulses. Moreover, the study highlights the essential role of technological
infrastructure—such as cloud computing and encryption—in shaping legal and regulatory challenges, echoing
previous studies that emphasize the inseparability of legal governance from technical architectures (Mueller, 2017).

Enforcement and compliance remain problematic areas, with participants indicating that existing monitoring
mechanisms and legal remedies often fail to deter non-compliance, reflecting the difficulties in applying legal norms
in decentralized, transnational data environments (Kuner, 2017). The impact on developing countries, identified as
a distinct subtheme, is a particularly salient contribution of this study. The findings confirm concerns raised by
Gurumurthy and Bharthur (2019) regarding digital divides that exacerbate inequalities and reinforce dependencies,
suggesting that data colonialism perpetuates global power asymmetries under new technological guises.

The third theme, Socio-Legal Implications of Data Colonialism, offers a broader perspective on the human and
societal consequences of data governance regimes shaped by colonial logics. Human rights considerations such
as privacy, freedom of expression, and digital exclusion emerged as prominent concerns, supporting the thesis that
data colonialism infringes on fundamental rights (Couldry & Mejias, 2019). Economic and political impacts were
also noted, with participants emphasizing how control over data translates into geopolitical leverage, a finding
consistent with Mueller's (2017) analysis of cyberspace as a contested domain of state power. The identification of
public awareness and legal literacy gaps further highlights the challenges faced by citizens in navigating complex
digital rights issues, reinforcing calls for increased education and advocacy (Rahimian & Shabani, 2021).

Resistance and reform movements signify an important area of emerging contestation. The study's findings
indicate growing legal activism and policy reform efforts aimed at challenging the entrenched structures of data
colonialism, echoing global trends toward asserting data sovereignty and digital rights (UNCTAD, 2019). Ethical
concerns related to corporate responsibility and algorithmic biases reflect contemporary debates on the need for
transparency and accountability in data governance, as highlighted by Zuboff (2019). Together, these socio-legal
implications underscore that the regulation of data flows cannot be separated from broader questions of justice,

equity, and human dignity.
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